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O’Pay Electronic Payment Co., Ltd.

2. {EF:RAA
(1) BEREBMNEERTARERIEZNS  TREETNNAR T ESMEE R FUWFINEE
(2) EEERFWHER  EANASSABEFCHEREL -

ERTWHREE

EpMENTS | SHEEE

BRI A
http//payment-beta.ecpay.com.tw/Broadcaster/Donate/28BEBD1DIDECE1D2047BC57E7 2615047
EE1 QR Code
=il
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5047
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O’Pay Electronic Payment Co., Ltd.

3. EXEESHE
(1) N ER AR E R
HFEAMUTNERAENGIREN BN E SRS
XERSBIE .
(1) MUTFHARIRENEN  F2OHEXREMERSAREEENE -
(2) BEEMNEBEEXIRER  FEUTENEEAERNRETESEMEENERBEN - 2 EXIRIE
RIS
HR{IzREA A& (PlatformiID)
= E#R5%(MerchantID) 2000132 2012441
BEAMEE SRR/ 205 StageTest/test1234 stagetest2/test1234
B98/ERB/F—w5% | 53538851 00000000
https://vendor-stage.opay.tw
mEEEERIRE LEAUE Ol - 1. RS O'Pay ] EE - 2. REITRBAEERR
BHITERNRINEE - BEWEINFEBIE - FERUREBIESIE -
ALL IN ONE
P 5294y06JbISpM5x9 bkuAEQufy2bpEngl
771 HashKey
ALL IN ONE
A HashlV v77hoKGg4kWxNNIS BOIzARI9ZSdhW9jg
ERARAIE R 4311-9522-2222-2222 (GEEZFIE : RAKARRIAERZMINRE)
ERFAIRZEE 222
BAR MM/YYYY BFEARIRES NRBNBE - BIA07E 2016/04/20 X 1EHI
ERFARKBNA/E
RS i - FBRYAE 05/2016(2) 2 ENAMATE - SRICIERIRKR -
BRI IRSE/ZME/5 9 | stageuser001/test1234/A123123123
= HESETEASEREERS
60.199.179.34~60.199.179.38
ER{TEE5h 1P 60.199.179.53
175.99.72.125
XEFESEIE .
BEWEZERMNE AP BHR - BEERMAARASER TEEIE - LRIEBWRIRMNE R ZENZIEBRA
(1) FBEDIIEBEEENN AT BEMEEHEIL[ReturnURL]EEER N A ER BN CEEN
(2) BEDNASTHBEANEELEL[ReturnURL]E AR M INELR - HE— AR AIEES O DUIIEELS
(3) FEREBEZRFN Server 2eEBERBBIKAEHE postgate.opay.tw - LU G AT 7B EN K BH K i
[Hig - B2 BEEHE P -
(4) MIYERfSE API &% port RIEMH https (443 port)E#&R S I - WiEFEAEAR DNS(Domain
Name System)#E4T777 1 -
(5) BERBERSZSHBEZEFZMERA Http POST S EZEERTE API -
(6) FFHEREBE R Server URL 3E#E port & http 80 port £2 https 443 port -
B B BB = UERAR AL AP B2l X1 6/ 14
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O’Pay Electronic Payment Co., Ltd.

(7) BESHENABALHER htmltag 2~ - flfi<br /> <B> <hl> .& -

(8) B BENEWHBRRAIIRAEEA - 10 Javascript ~ html ~ Css...5 - BREBWEIER
ERBRRRGERSINE -

(9) =EBBEFEBEMT PlatformID 2885 - FFEAFEEM HashKey & HashlV i 4B EMS
T8 ; [PlatformID] & F & B #HE E 4R 5% [MerchantID] -

(10) BZESHENATFER UTF8 B, EAXEPRENER ZIMINFAS -

(11) EfEEUASIRP AU - FASBGEEER punycode FRISERIAELL - HII0P T tw S
xn--fiq228c.tw

(12) RAREHEZEZBRMBERZLE @ RITESERBRSIE TIS1.2 DLEZMZERRBE -
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O’Pay Electronic Payment Co., Ltd.

4. (TRAERE

o ERES:

EHEZETNRTHE  SEESBMMNENNMERAE - WEIEZEWEES
Step 1. BRfJE : DL ServerPost A RBEMNMERAEEEE 24M Server A1 [ReturnURL] -

Step 2.

25
Step 3. B8

® ERfTEE Response 2 E[:RAB(JSON) :

SR REETE - BE 10K -

524 WABRNENNRERAR - LA ESERZ2EHET -

SR
MerchantID EEREIE String(10) 2000132
RpHeader EEER JSON
Timestamp [EREL ST Number FFRIZL Unix timestamp

TransCode OB Int 1 3R APl BEHER
(MerchantID, RqHeader, Data) U
RIN B APl STHERRERES
£ RtnCode 28]

TransMsg Cl{ER 2 String(200)

Data — string IR NNZE/ JISON HEER - A7
BRNFESESH AT MR
EELAREREN

CheckMacValue A String [CheckMacValue] R 55 - s8 S & M1 i%
IR EHEH -
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O’Pay Electronic Payment Co., Ltd.

AsN

® Data 2 ZERAA(SON) :

SHETE
[ClfE1E :
RtnCod RS REE Int 1
ot =~ " =R 1BRERD - HBBEY
RtnMsg R5AR String(200)
MerchantID =S50 String(10) 2000132
=GNl e
DonateURL ;Z * String(200) REREFWFINEEE AU R4 1t
ERSHBEENFE - A ZOELE
AL - EfEES:
e 0 NERIERSIFEEIT
o 1: RNRIBEXRSABHENF -
WIERRHEEEEENN
e TR BT A S B4
| . ., BiE - BOHZERSHEE
SimulatePaid . Int EFE - DUBGIBLK -
INE
FREIR
1. HEOZAMEESKETHE
S EEBMNE DB
o DISENEE API -
2. WEIeEER ERRAIE
ReturnURL = EBERLINEIL + R
VRN FRAREE -
Orderinfo s EBEH JSON
BIER S 4R )
MerchantTradeNo s String(20)
o
TradeNo RNERZ String(20)Strin BRERNENR S HEREFIER
e g(26} S #R5% MerchantTradeNo RURFES -
TradeAmt R EEE Int
HESAvS
TradeDate F'EJE N String(20) B A yyyy/MM/dd HH:mm:ss
iE s Efth s Em
SRR P S i%mﬁnﬁ/%@gﬁ AHR—8
XA yyyy/MM/dd HH:mm:ss
FEEIR
1. BNFARNE ATM -~ BEIEN -
PaymentDate INEEE String(20) BEAER MBS IRT
BB R S HERN BRG]
ABE -
2. MEETFERIRBEWE TR
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O’Pay Electronic Payment Co., Ltd.
BINBARNFER - 5B B R o
-
ChargeFee FEE Number
® 0: NRRBETERIUKRNINR
TradeStatus XS ARBE String(8)
o 1 ARRBITERIUESHTMN
PatronName BENEEZM | String(100)
PatronNote BEIEBS | String(100)
s UL HiBEEH String(200) ERNEWHERER - (LIER I1H
Ivestream rn
it = fBIEEZERE -
XFREIHE .

1.
2.

ERIEMEOIFE 1|0K - 2AEMR 5~15 PEERERALLARE  SREEHRENR -
EREFEWIRMERBEMNREN ILRARERERIEREE 1| oK AN E & RERLEESR( "1|0K" -
1lok * _OK ~1\OK* ZEH )-

EEHEECMNN  BRRIIBNBELENATREN - LFFEERREESHNWEARBEESSERELES - BN
BAEW - B2E  BEREIRMNERENNRERBA

SEET M SimulatePaid IW1ER 1 5 - FRRUIEF] EEN SR B MEE SR FURHFT XMW DB 7B
FAGEER - WIFERRHBEEERENNR - FILBMNENASEBREESE  F2OHZERSMEESEE - LU
BRIEK -

FEIETE M FIET I S AR EE RinCode BE % 1 BIE 1 RBZEHZERSMEEHE - WESRSHE RtnMsg iLiEK
MIREA -
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O’Pay Electronic Payment Co., Ltd.

Bt E% 1. HREHSHE

HFEMNEETENEER - R 7B [CheckMacValue] 2850 - HERFTEBEARNENS
HERZMAREETHE TﬁU%ﬁViU%AioCheckOutLﬁET 5155 L SHA256 N2 S T HIR &S
B A2 2] EncryptType=1 ( {£ AioCheckOut /5] B RIRHILLE ) -

U NBEAGINERNFS

TradeDesc=1{E 75 &£ &PaymentType=aio&MerchantTradeDate=2013/03/12
15:30:23&MerchantTradeNo=allpay20130312153023&MerchantID=2000132&ReturnURL=https://www.allpay.
com.tw/receive.php&ItemName=Apple iphone 7 FH#5%
&TotalAmount=1000&ChoosePayment=ALL&EncryptType=1

BZIGETEIRFW T

(1) BEESEREBEE—REEXES  HARNzZWIERKREREIE—AEZZEMEEE - Y
F_(EmBFEREE - DULEE) - WHLRA BB SESEE
ChoosePayment=ALL&EncryptType=1&ItemName=Apple iphone 7 FH#£5%
&MerchantlD=2000132&MerchantTradeDate=2013/03/12
15:30:23&MerchantTradeNo=allpay20130312153023&PaymentType=aio&ReturnURL=https://www.allpay.co
m.tw/receive.php&TotalAmount=1000&TradeDesc=1E iH 77 %

(2) SE8EBIEM_L HashKey «+ REEN_L Hashiv

HashKey=5294y06JbISpM5x9&ChoosePayment=ALL&EncryptType=1&ItemName= Apple iphone 7 5%

&MerchantlD=2000132&MerchantTradeDate=2013/03/12
15:30:23&MerchantTradeNo=allpay20130312153023&PaymentType=aio&ReturnURL=https://www.allpay.co

m.tw/receive.php &TotalAmount=1000&TradeDesc=1E i 77 22 &HashIV=v77hoKGq4kWxNNIS

(3) BEEFEHETT URL encode
HashKey%3d5294y06JbISpM5x9%26ChoosePayment%3dALL%26EncryptType%3d1%26ltemName%3dApple+
iphone+7+%e6%89%8b%e6%a9%9f%e6%ae%bc%26MerchantlD%3d2000132%26MerchantTradeDate%3d20
13%2f03%2f12+15%3a30%3a23%26MerchantTradeNo%3dallpay20130312153023%26PaymentType%3daio%
26ReturnURL%3dhttps%3a%2f%2fwww.allpay.com.tw%2freceive.php%26TotalAmount%3d1000%26TradeDe
sc%3d%e4%bf%83%e9%8a%b7%e6%96%b9%e6%a1%88%26Hash1V%3dv77hoKGgdkWxNNIS

Z1#H PHP #E1T URL encode :

HashKey%3d5294y06JbISpM5x9%26ChoosePayment%3dALL%26EncryptType%3d1%26ltemName%3dApple
%20iphone%207%20%e6%89%8b%e6%a9%9f%e6%ae%bc%26MerchantlD%3d2000132%26MerchantTradeD
ate%3d2013%2f03%2f12%2015%3a30%3a23%26MerchantTradeNo%3dallpay20130312153023%26Payment
Type%3daio%26ReturnURL%3dhttps%3a%2f%2fwww.allpay.com.tw%2freceive.php%26TotalAmount%3d100
0%26TradeDesc%3d%e4%bf%83%e9%8a%b7%e6%96%b9%e6%al%88%26HashIV%3dv77hoKGg4kWxNNIS

(4) BER/NF
hashkey%3d5294y06jbispm5x9%26choosepayment%3dall%26encrypttype%3d1%26itemname%3dapple+iph
one+7+%e6%89%8b%e6%a9%9f%e6%ae%bc%26merchantid%3d2000132%26merchanttradedate%3d2013%
2f03%2f12+15%3a30%3a23%26merchanttradeno%3dallpay20130312153023%26paymenttype%3daio%26re
turnurl%3dhttps%3a%2f%2fwww.allpay.com.tw%2freceive.php%26totalamount%3d1000%26tradedesc%3d
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%e4%bf%83%e9%8a%b7%e6%96%b9%eb6%al%88%26hashiv3dv77hokggdkwxnnis

#{#F PHP #£1T URL encode :
hashkey%3d5294y06jbispm5x9%26choosepayment%3dall%26encrypttype%3d1%26itemname%3dapple%20
iphone%207%20%e6%89%8b%e6%a9%9f%e6%ae%bc%26merchantid%3d2000132%26merchanttradedate%
3d2013%2f03%2f12%2015%3a30%3a23%26merchanttradeno%3dallpay20130312153023%26paymenttype%
3daio%26returnurl%3dhttps%3a%2f%2fwww.allpay.com.tw%2freceive.php%26totalamount%3d1000%26tra
dedesc%3d%ed%bf%83%e9%8a%b7%e6%96%b9%e6%al%88%26hashiv%3dv77hokggdkwxnnis

(5) K urlencode BEIRZRFIRF T (B EF PHP ST URL encode FR5EFT)

hashkey%3d5294y06jbispm5x9%26choosepayment%3dall%26encrypttype%3d1%26itemname%3dapple+ip
hone+7+%e6%89%8b%e6%a9%9f%eb6%ae%bc%26merchantid%3d2000132%26merchanttradedate%3d201
3%2f03%2f12+15%3a30%3a23%26merchanttradeno%3dallpay20130312153023%26paymenttype%3daio%
26returnurl%3dhttps%3a%2f%2fwww.allpay.com.tw%2freceive.php%26totalamount%3d1000%26tradedes
€%3d%e4%bf%83%e9%8a%b7%e6%96%b9%e6%al%88%26hashiv%3dv77hokggdkwxnnis

(6) LLSHA256 MNB K INRELEHEE
96fef7b076f58ddf5717e236f70923a3dbf0ddc33fd42e82fdd8ceccc9d10787

(7) BEKXEEHE CheckMacValue
96FEF7B076F58DDF5717E236F70923A3DBFODDC33FD42E82FDD8CECCCI9D10787

XEREIR !

1. BEWE oray BEMNENE - MWERBEIRER[CheckMacValue] 25 IERE - MIRABTCIBEEEEBK -

2. #BH SHA256 MBS AELEFHEE -

3. AEREHEESH UrlEncode function BEIRERYAE RTT S MIEE urlencode #83RF AT T .NET 4555 (0’ Pay) 1 AL
B EAATENTT  BRFTTBBIEERE  DeEEFeRaERa -
BIH0 : PHP urlencode function &% | FICHRIEA %21 - A&FE " .NET #RAE(0’Pay) s - FRLLTE PHP urlencode
B TR str_replace function 5%21 (0] | Fg - DINELL pHP EE3REFIZRAR -

SsMacValue = str_replace('%2d', '-', SsMacValue);
SsMacValue = str_replace('%5f', ' ', SsMacValue);
SsMacValue = str_replace('%2e', '.!, SsMacValue);
SsMacValue = str_replace('%21', '!', SsMacValue);
SsMacValue = str_replace('%2a’, '*', SsMacValue);
SsMacValue = str_replace('%28', (', SsMacValue);
SsMacValue = str_replace('%29', ')', SsMacValue);

HEBRAFESHEBIRINE  FRZENESHHRETERFAINS -
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BiER 2. SEEZ S TRARA

RIZ it AES MNARZ AR Key K IV -
AES NIZRBEREVE 128 bit + CipherMode : CBC -

AT ZNEBNE LA URL Encode #Ri% - F3ETT AES &

PaddingMode:PKCS7

® NZFHBI : MID=2000132 - Key=ejCk326UnaZWKisg - IV=0q9jcZX8Ib9LM8wYk

(1)0Z5 R Data B} :
{”Name":”Test”,”lD":”A123456789"}

(2)URLEncode #mAEE 45

%7B%22Name%22%3A%22Test%22%2C%221D%22%3A%22A123456789%22%7D

(3)AES MIEBBAR -
uvl4yrErM37XNQkXGAgRgJAgHNn2t72jahaMZzYhWL1IHmMmvH4WV18VIDP2i9pTbhC+tby5nxVEXLLFyAkbjbS2Dvg==

(1)Data X :
uvl4yreErM37XNQkXGAgRgJAgHN2t72jahaMZzYhWL1HmMmvH4WV18VIDP2i9pThC+tby5nxVEXLLFyAkbjbS2Dvg==

(2)AES FEZRRLER -
%7B%22Name%22%3A%22Test%22%2C%221D%22%3A%22A123456789%22%7D

(3)URLDecode 2151 45

{"Name":"Test","ID":"A123456789"}
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O’Pay Electronic Payment Co., Ltd.

gk 3. MBAIMAXN—ER

EZ& N FA =( PaymentType) AR A

WebATM_TAISHIN EFER1T WebATM
WebATM_MEGA JEEERTT WebATM
ATM_TAISHIN SFIRT ATM
CVS_CVS BRI
CVS_OK oK EBE I
CVS_FAMILY EREBEHB AR
CVS_HILIFE KM EBEREER
CVS_IBON 7-11 ibon fCES B
Tenpay_Tenpay Bt i@
Credit_CreditCard =Bk
TopUpUsed_AllPay RE/EREEEE_MNE
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